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“ Tins brock me marks; yet another as pert of the ttmumtfow 
progress bring made in Information Warfare (Iffy Over the past tn a 
yens, we hive made great strides in miring awareness within Dtitiff 
fff: rest of Government, and industry. With that has com* <x conviction 
'la net and. within the fedrt Staff, ret; have formulated an !!V 
mplmantttion strategy designed to translate vision into practical* 
processes arid capabilities supporting joint warp.gktfn:i 


ti- 


We developed this brochure to outline baric !W concepts and 
summarize ongoing inti,datives implementing there concepts. 


Yc'/r continued support is reeded in develop and support 
Mere initiatives and 'these vet or. f.lto horizon. n 
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I n I ccwirmiti i t snWvi nid iru '61VVi ^ jJ’lei vi etriaed ajsdi ksyi key 
joint vvarfliilsHrigagi isrikm arearddteTfcplexfftoprcth I piatlife rat i on 
of imffi)mwlitir>ikteddckieBHnof(^^ih[Lgimil'idair|t)liyij;iTipacts 
warfj^itticggieiKisssyiqlhqidEiaste ithnurarige i bfonai 1 itary 
operati ioras and dlit 1 Metsatf wfiiwar. 


Our iidlanceeooitetdutolo^gy'iatotdspfapfenid^iarTid amtetdtokhtifeilities 
thmuflhMtoibuiigktbiiirtihiiNgigidiidfoirfoatnoitkappupiKWi'jiiirksGnklvainidrgiaieratcs 
requiiroititanfclteddlrii'MivLvt^M\\i|ml]ilibUitifck)’Hfxwc\tbe.^TeLSW«brt(.(jUlyk>Jogies 
alsowmktevvtiilDcibHilliiaki^fwttiniiKilvLthairkiHiibattiiat baodTdcaiigkxkiw^using 
()lTcnsiiwIKWcappbBilicks\\%UiidliIbUkx;yv^ 4 jieKilancbuitta^alWi)lWi'offers 
en()riiW(Wi^nottimtiiialil(iQifji|]qrt)(i>t[niwadiufteh4.ei-s. 


the 


aeeur4ttc.undftfbleanhitiiitiQ)f(iiiriTtiatikMlwhnira\®ifdm(iheMbeocr«ecdiffibdfctleT<l)i©t.Ioint 
Staff dfevdhjp®i±iarl w i wi oat udrd ramuy gy addidekcRw cmusinicrgeurgjeffitiaeeds. 

The<O0itt^S93otitMQddliiiriithh(larla)iaihipa)prd®id©)ffim)nind0nTfiairaiW(e)^tiildeguide 
ourwoultmiuiiiingi*hd'^r»pdn([liia'iiloitih)iiltliij tttsl HiWinmasion area. 
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A strategy tor pea 
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The Oinqpdlin^Ml 


Relevance to the Warfighter 


Use Breeds QX^pmrcfemiSB 


Some BHttBirtMaaHvcKaarnesiarff^pllJly Infern^ 

expktftiingiiiitivmaaikimaaddilhhwtitkOkHySystem r^uiicaevvilkt(t(Kil«tiTaJiaicHTOlyi:itl 3 hi9taajteality 
n- Humilu pHvs kiu bhi -a k-I eianmm timiintii ti tuti on s, extaiMlkst(tx\wE<i’it 4 lgtotiscH atl Mi hfed he ttrae rag Wn g 1 y 

autoiniutt&didMip prcesaa singi ipbiph i 6 tilolddutssktiw i o n compiler i iitfanratitiiai H\sJcvteiasaiFe i be iin tpjiifltbgla t c d 
aids, tiCQniwlesbWbXKsafldcktililirar kelkded system s. i nUi® l t'naldltiit»oanlitJ i eti ^iipUiiasctiicliiJKhirliidfh ilki>|y stfog-i sties. 

The s^iyuttxmiiftfi^plialiMdhohhidiii^iEHira.'HstbsitiVom C^4ll.SSyitomawd<cktgrgnfcdiaiidTqriipxlodedtivith 

cstalbUiMlietl aidd i (fr&pjpiEnendmicuawa vatolliitcl 1 i tc, inlh^i^ntvx'iilirlDciiaH>idiidkliiihartc“irciThaiii>i slu yesdihes the 

eemaiaiti i mss nh G tli hail al naludi a droaffet od rsensd) n a 1 effidtflED,y ^addoDVKMdoiwiKl© LocuseiisbiThc 


C()imiitiMihLcaiii«>HSv^8tumsl.lThcaijliillihitity:land coBnp^tteefflQnaatnanatDanieaiasineafiesmima; 
relMKdlyltbwwcGStsbtbtffidseaedbohhn^isgiiefgjDl^bbal systenn*tara)ft£tedidgiguiddsi'btyanshTeftfil&yidly 
markets i iuKccaaseltfoti RdtMtibdctlMlte Jlie jl l\bfll be softwaa^.TItodxsweosMsassoaiatied itWfcbdwch 

emplmtMHxyppoieri liMdtdYEarskM ©s idmtxasdced techiKsflcoigymakbest it li’ffieriyt ntid ndst ottlrffee dive to 


itrntfitiKH t'UiaxDljm^ s J 1 uinidiiuoLi 1151 < tmom iuji ixd l i-it d u k tacrttl. an 




unistt'KUiiisRi siKs i 
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milliittaRy\miati!dlgilnitmdT(d\ihetHv'QFe alsodisoobdangming vulimotithllifciesJ Td^wWrahilltiiikiffe aiteahdouble 


infamathiinsyyMeimhTotadirdpajpidcattion. Depaffttenatttctf It Tififoos^I i>DO Di)i iiiHtiptqioataeh i\kh i lc 

on ttlteadteihhnddicniatijiigL'ne^pppontiluicrhtbatthat 
The iirthirrmatdioiDiagB Ik.' he[Hd[}idtkxaiahingci tbxe eoc^ Mxlxit dcii signanlsi stdcMysaBBode s. 

linifoifmilthMihhasdii'tidaiWfiisiaRdiiidinLui'nKiiiKahi ngl y w 

ct^trmiti^kitixeaeklbittdrTtsiiiivifniiiijnrtdinttvfcEitfcrDLiyti rti s t ^ c p 

infloffltmtihnhintoaiQDtsrcigageskffL'ItttyietyvaronwTnitaicnt, nwuw , 

an/l mrf 1 th & Pelt tcV.^nWiirti i rkn ITrirfY'K'n'TtlYrt \ onH DHPLMMMfl-l: I II VY 


ififlofflmttliolhintoaiQDtsrcigageskffL'ItttyietyvaronwTnitaicnt, 
and waufl'atei irtithS Est QeSteiirtu l'lyi llirfbaithat ianriand 
iinifoiianatun^iTiasddLldfflhdoUtgHGS'uiineipomssiMulaiul 
kmjpaate'eva'fiilkeelt'oJiivl'tnlbt gig i n iyoniiifoJ am ipilauan i n g, 


BRHJTRfS 

DHPLMMFtMfl-l; 


Increasing Access to Ihftnirn^tcarn 


pleJlhoiiaurlKwQppoHsxsyetoRMnniiptcidddlpj'iiitointkaski 
f«xnfle((lirnRX'mnirmaddei\sriPhd«ly>mi(ral^ 8 pdnd £ 

O 

relevant iiiAuniiutliiHniksiukhHWiMWy't^ulitililito § 

waif^hhxigaa^iliai^fofocc^rsitrlnirtoijm giva\\hay to | 


forces,.. A^ I tlumjbt Bihei afatnrelof anne imtiriN ns 
unchanged, iitectiaamaMeirss nwwnnr xrortsfet nt 
trandMinn. 


Signal Mirrors 


Persian (fiulfl r: 

Personall (Ddnnpptffiii^-SiSMOOfvffnRyi KptdmBjeoiaterJ 

Switertimgg PBE/i\iitoitrati9diNi\ti^»ticg)i t i on 

Vietnam! :S8\TO0WMy1 hihf ra mai flo rtputep uter 
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InfoimrnrartccmVWteffeBe 


OpetrMli ion! DBSBR'B’SCDRilRIM dfi Ulifedtcd 


on iirifffmMiMHbb^d'tjiiaiaiioJcLgiaBchtM'iliheir 
powarfwJhmtl'i'Utiitnage.sl IHmwnrq Lt dim jraqia&'tiwari y> n 1 y 
the tiipcO&arnidchitargairioliidtimxroiQplnpte^liTaiiJiR'y of 
the rifoiiggiihftwnntutoninaiMi MiiHt opeiaporui Lnmats ancj 

the pcsoi^fl 5 ^UahtionH(rfudddkt\® 
areCTitfta^yldpp®MhKttioTiLiiiiraHiyiTaiitBnlfQaeQud and 
inttograttailuiak k ritiia tniaoi itrairtie idojifcod icuftarntfomaation teehnvdhgiies V^diilglrtHig foddimat iaistepforas are 


IW foewsies <smaat«&aggfcfcsetl \kWsianm 

ties 


and lidhrmaiMdxnnyystoms'.spepeillylihotiroaekUisks 
assocKittgilvwflth; rifteal alrainrandniatidodirtnritrol 
process. Sbvmmf) ft tfesseritak k sridaktele: 


I in!k©iltltfc©trg{| h upip pro rtgii g t raftmltuKtu thas thus 
exposed tocattadtetbyacbbaxjddaiaggefif 
advei^i^vdtosfflmtbtB^siiin'd^eldefflifficiidt to 
measmrce JHaeddcadJiddi tdiitlilcyiltiy defetedfagling 


SStsstrimiig theaterffocees. 

Hrtssuihg force psdtB&throg hbtit Irmi gagEisri s( aim di n d 
in tfomwafodip]Moydcliru3isLS. 
ffiessiwirig theater ^mitejficcommmaat doth d 
coattail. 

D^S’oiiofjrinnig strattca (xiiadclltihaQttiriiui t idtijun] cc. 


is altwiMttaWysAemnb.al. 

Theeatttimiriggrgpjfkrttf dliiirritianiiiraaiwHtm'istc m s 


ManyA\Htdil\\wdfolgtlnil)mteakshR.foepitei|oiendent 
upern i hi fannrmti ti n nrahidi firafa aniiati nhnsbd s e d 



in tflve i nffienratitio Dmiwimorumc rite t hbelalfnkkgii aoed on 
infemniatiiiMBy^tstmiHiaindsassQiBdt^nfffltkBCimhy may 
be wi witealdHggt tffoemaln dtinionninnaftydlfiiYtstc m s 
are «aM4ssdig^into'apia|ricti5pan^iiaigiite^)^|lobal 
infemMtforirfMBaatcturtLthathaf(ddfdidtJl$ie US 
Na(k>indllihfernito®i(i)liilkfitiiisdtuaii(ihfcl ij'aiid thitl the 
Defeased tifobnntiriimin frabteHOtuot tifM fPII). 

The ICWHI i ismfobddddd\dfi]tih iariatnfodplyp ly 
integnuttalli aitoxl IthiNN ir.ITihiriraonintess 
relaHiioiKHii(ipniiilakediidisgngiiisi^ilag\betwdttttithem 
i mpessi if) le[Tibet\tw si trira ite itaste kti'ial 
telewnmmuni^i>OHBatetwdBkaAaiYetnicty 
of infwiimittioixIdtniDd&asesuialirdisdiM'litc 
commuimieati™ mitetxwkrk sLhThe se 


Defense llmffw rra£i ti d iknlfrde4ateturfeu re 




boirndkiiiLts,. 















§§§eh--Sack Support for th© 

Warfighter 

Th# ^^^tUbooddctotjfb^ayfefere tfethe 
F#jfe¥^tt^|gee^^ o n idh'MfetdfflTHas^feE'ahihtii t$* toidcffiJtlfetl IhdM'low 

dV§iiybl^cftJI$Kl^®H l bditeQtaf' Opq^i<aDton s. gf i ,i9ft(Q^tT?rt ia> K)l\<iwinaiiiaid<hki liyimti |io ag§i h4#l ah 1 c 

hmltOTgar^a'hillcl . To 

tFa4M^b©mmatadtiiie3eapdivdu^#figBt!^g4ieed §yjg>^ittctffim6W®©|0^erktihsn^,a»dj®lffigftiet&XrLay 

rWfetfttl'artdid; febMriecacssd&s ilfotHfafeiition pg^^^^t.htwphH’Mifeltn'atiiatikiidMkicl^iT^bi'Htic s 
§{ fl<$SSt5krasi HX®MJSSi$is\^lfeasci» IhQhMtcfr.'iFor afi^t^hdl^S^ltia^rpiwiidedffii arforifeaftPStion 
, rtroJhllttyaawkk HHfctiii mfiftht £ re g4v#fltei#iWlrtbtekrai3ealMsi[@sipsjhyi^ility. 


j flfFSStottStlireest hha tri ddaklHUorerttWldh a 1 
tel##@ffl»«eii^timss|lila^ph^V8iWh^d 
ngftrwkf ttews^ra*teti»tssyttoi&^a4d 
gBfflffl^rci^eJt^tTk^^eg^a^WEiif&rs 
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A faumadfappparackhs msmtinlitd d& vdlnpubop a 
compmHm$iwdWtftrtite{£ipy 


Information Warfare Basics 


llWVi mmaWee aatabhstakakcln tohaehieve 


success/nFhximthhrititynimTi^^ sabljeother 

levdl lOlIf’piTftxtcCAinilfftilihtliltsI Mldaeaitsmllsidfi tHcthe 

infoinnTUtt hrnsvyRtoisisaijdi dimpa^QiilAatedcidtKKitKke rk s 


assist in demonstrating t«'*«irwiui'ipyt>\iUhms 
the compdKii^iiiiu{<litor.ucollHhi)na-tiKi8ctctiai)Kii‘(l 
approach imonn^ftiig^aUiiNms HotqjtijtiShto 
support the IDkjyunflnmirtt (iill i hthm vuijuak I <l<) 
protect (Murrintiimnikeeunithibhtidntpiptott'ct 
their <mm ipKqprritf &rri\i iitereWs asvvJfel I. 

Our (dlqpioaUmrea xniri tiibnmat) maonalnd 
inKoinmatioi'hy^aimaatidithdiixpspamurtinirour 
vulinoathl litis tela tlillitliraeigf Mtfht^dtsaifirom 
compuitoiliaa^a^ltloMuladTiiriiiiniiiijukii'NctakUiili'kl and 
terrorists ttonaatjois Mate hd\mte'ttMghglitchsainclaiid 
compd 11 ngj-aid'tx.vairLU© thdhmeramigdiisr qtiLsoqi line 
of IW.. Itsiuiii^isechhmialEtesiktBaeeoii inasksrtion 
revoWinaai^iapflaljfl&dsdlM and 

suppontt\\MtTlghHtigtninthdhe.Ht(LxtityiintLii‘y. 


whilcdldfdridingmuis s\«min iinfoatioit jtnrd timfttfiimii-t i o n - 
based jprosjssms j riftformtadi® nvsystesnsndnd 
computer-based eettw«fo,.. IW apphiesaunn vssidl I 
phases, the nunu^dfiiiHiiturify ippurldonsy udcl tat 
every kwdkrflviaurHiare.I Bi&nKied UWctiotitvidcs 
are (nomdliLdtttdtxmiiaentiitiumiaRihcbi.HviHj huttoth 
peacetime aintlvwaraaddiEU'QiainihdtiemijWipiiiitt' fifrforce 
protedtiioin. (OXlfemved fW'epflaibiitlnMsmitbc be 
emplcg^iiriaa'aaEtetptMidiDOMtsstiafncaisrQfsscsbe the 
range (otfmiiHliim'yippefabtrffl dXVWpopsiroti e mam ay 


careMreaw^randdattohaMWelMdaidbrdtiin^aDid and 
approval. 
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As an Wcfoas^eibn alTcctodlIhyiltibahHiility tcrfiilitMS© toflttflwatbe the 

th^\\ulhwi#)lilibeaui±dpijpptT)irtitmtipR-'|^toiihxhhy aipereeptasHi^^ irtsies 

in£ffiaaaiTgddpp 0 d(d®re:erdn linfontoitiMtland of ©risfei, I KWcaarh falqd pldetadadtffligfia fetfflo m 

ittfewmationssysteras J Wfetg^ffiidrptqteotects intoin^atibDJiddeitnrieritilttd IforinteiBStsctftShgf the 

^«TO#kirijiittimidati(toitstindfekiintf©jiMdffimation 
gatteriwgc«*^pffc^H©gciafedfmtdhdihaman operator. Bfoart^tdl^ 

deefeibHtdliii thcKaetanv j#iththiftwitnuttoutyp%Hcdis. It executed, flWaaanantieaaarafMprtattfnt 


initial stages «f (oradfe. p©ri<^(#c©attfootatatiro^ tig tirepadpact 

of dmfC<>jrnmiUmsotild iyilpthciairial ux:cmcn)Tritat.iar4ii mihlmnil itary 
IWiia)oae)MinniarLyipalpidhitfiie$tlw!(thlfiltlie US e (^kmUs^tmUcirusiatidHijTcai' oliKrlmnnihiy: thg itbccHcscd to 
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Protect GCCS 


Tactical C2 






Deter War 


Strategic 


Affect 


IW omltevwaageid lii wart rtfi 0 wvtlitih i amah d There are both anrild WIuimWv 

beyond tlhcttnuMItiiton li hihiilitlater^Mttirrfii; 1A s4is a aspects of BFW. Amoirrmivnl litttbbbt.wesrtlth&Ta'o 

subset untf IIW,.oronvmiaiatLundcL- 0 ntr&Wvanfefare aspects ifBtiisddiBggfetstetHikivlsbefeidi 1AMW - 

(C2\Wj ) a snaapfldpJkutininf d>W W lin hntxibkary infmmatitmioddiilbOTntatimsty3,tomhJsluB.tl^OD()D 

operationstthats^^trfiaaiilHyittttalckaiiiiidalefkisdhJhc can niseiXWcttafiEfaclbdiat info start ianndanfttfnfolrimation 
C2 target ssdt. However, ttlineuu|pdb 1 Hiiixvianati systomiKcdlutiaddmerHaryitSoilicaQicaniiLhackm'sary 

discipliiiesoeiiiqixboyddiiffOS^^ps^ohe^Qgiilcal tar^tlBWKsriliiioinntktiiximdhdijntoimdx’Htcjy's.tcms. 

operations ((IPS¥(0)(P)).dittKjqpiinn,(xpipcnMixnn s Uiiden^taitUiiiagltbbibiLsideeterieQtKlilhd fthteptatfenfi al of 

security, atnild totimiiawaidar^^asvxdilisastbtiier offeatisiiweaaridcll^^ a piaepreaategitBigri^ping 

less tMdl i taxmiaii boaefcftuassbdi ton tirafontanation the ititC^attaddMvWtisttKgygynEtTrrtbiitLyiilmio’gL'itqmicjpcd 

systems onaliiEGaiipitoydltoabMe^dWWhixbgtoteses witMmthad B|oplintaieia)ll5feD)afen t idiclitiDii'iiiniQlarad'cr of 
that are (oxMstkle ttheCC2ttogettsgfc.t. thisIbnattitir^Tilidiiiautl'itte theacepleaptkHig^KDiggoing 

i niiti Ulrica hi itiln irt bmemarg dm 1 igbikoxrpli fiWo f IW. 
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Organizing Defensive IW ((II Wty) 

lafiwiapdailialpplistf^ifes th§V®*m (Hit Kfiipitimi get m a :pn 45 itia 
FaB-^tfla^Utwy.WOTaltanSJ-rHiiSLlJequi^ -t’Vf^D ttf W ttefcnWiW^itahMi^StHta^lttHJility. 
(»«M8^*«5^™wafaaso4wfey by C^t^tiTOa»»^thatep«t»TOitieb! of 

l»li^,dtat»ro fl£ toMotog Ml s#^ 

edtitsatfion atming«^^s^n<i>aaoa>antibially W.^Vt W i P Waipior g Brg M d a ecliti<l|iteipl»ihmt!W-D 

§i^^1il|§iit^M^M@anikatiAhii-dafta!ittit*cture. as atswrttom. 
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Protection from 
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Assured access by 
authorized users 


The IIW-D %sttenrm 

Organizing IW-D as a system begins with a 
broad vision implemented by collaborative ©Matte 
that move the vision and concepts from line afetsfiraot 
into a focused set of questions and! aiftSWSiKatn 
specific aspects of policy and standards. The five 
critical components that should fee iiffidktffcd iiih nitty 
attempt to implement an IW-D system are integrity, 
authentication, iraom ncqpnfl uti lonvawiil Mb I i it y amid 
confidcmtiiaiHity.. IW-D i m pkimuilttlf i m i i is dkcM iyiiet 1 
with an objealliinfl^atfanflaitmuttMin^snwsao^tdo 
p rotetit a«uussstt* rtlint W> autH ttrtet euttli deftffttYiH n t 
information fAlluixiwur-amlKvIihtiuvn? n usd tid'd . 

At the national level, til he IBtqpairtment of IDdfemse and 
other elements of government are watMng with 
industry to imlttimittdKythii 1 iMtacniUffeUiindax > 
a p p ixxjpsfriiattej )y jmatbottan lUdii'&udd hlacTiSi ll hfldcHDlIJ, 
using a managedfitii.sk aptpttoutdii.TftettiuiciLxrUjntaiRd 
implications of IW-D are only vMfeteiinnafo^iteVtll 
implementation model. This model isscdhtelfc,£a6iitiss 
applicable at all levels of war and across the range 
of m i I ittary (.qpouili icn tw,. 

Elements of the Model 


The Protected llriffonrrrf^ 
Environment 

The protected information environment isiffift 
an impenetrable fortress that guarantees absolute 
security, because that is neither practical, affordable, 
nor even necessary. The focus is on defining real 
needs and dependencies,. The efjviit'emfflflsnttis; 
bounded by whatf. is critical to national security. It is 
a combinatioini of physical systems! and places,, as 
well as abstract processes such as intelligence 
analyst. The protected infiowinutioiii (UihMivuntimi t 
is rooted in a souuiriJ a^protfiiliUH inartugititf tiKhT. 
Risk management processes include consideration 
of iniiillioinmiiailliioim nuunfe ,t D®c\ vriulttra f<h fi lifoniimtiiiinrthftlat 
may be compmoimiisettl<oirlkowt iifl Clifts' pYfiXtonUtd 
information environment is breached (loss of access 
control), system vulnerabilities, threats posed by 
potential adversaries and natural phenomeflM,, mradl 
resources avafflaflrik for protecnixoin awffitl deflate. Ibn 
addition, thr vathmotftilfumml iuwvIiiMqgciiin 
each phanwofimi 11ttoKyopp r atit inn a a# fhuttt Hid) e 
consWhnartli intHetrrikkwaia n gowwttr^l tpucocsrs s 
The protected information mvimanment irncatt oariby 
provides the degree of protection) conMnnanatnatte 
with the value of its contents, but also tansiuies 
mec fami ki m s ameimpihmtttfin^JMaiJttaaQihaaald 
range of attacks.. ^ 

m JL : 













Thread 

A rt itcuiillitti i omc ttt'f'l bkttl 11 lu'atitn okh tebe 
comprdhanhskvc—t+xfwflESlijiibilhdHB'ihl'teadstols to 


effort. CCamNanj;s(blyun<ikhsratutmlin(lltibrdat(iQtidleilds to 
ovemmrifdte«icadH\sysiteml iatbitiltHlitid iirall isawMence 
undktt'a^YffiS'sciffiiDxiidiitmnlJiTMsiTpicipializ^iijmtion 
undtenmemsstltihe itfdlaldpqirtartancrffflfkfflfcadfe 
and atfikiklalddllibnt aN dtiatialrialdhilgiligence 
orgairaikat(iiTHs.'oniiitiiiuiiic) tjinariaiataatsrifeie tftooleitiilving 
threat—aicti}"tiaiTiru(nraks siolliihat ustiEsij adtj to t to 
chairtgiiiigtltihratilccjiJuljliiisji s. 

T o get atttihxrsssoncio b/tltiha 11 hrataflacpaj rarest ta n 
undenstt^dhgpbf Ithiee letennffisits: 


determiinmdlttrbbaititi Kkshtcrcaimfwi reawiingi ng 
indikatliimsSOasEBsi ihthem othetidac dedisrnak making 
processes.. A(flomtTratkttni.'ivd TWtiahiditf uthsntndnd 
wamirmgi (f^Wi'ugtriiiiBdWiidqxiquLripisil ipoHOynsttaxecture 
toiMUHrilikJiiutithicbiiiticKotadaHidindpiOHpilnibthiiities 
across I U«aU ,s fctaicaiaiidafiistmahjalrj uii edict ion s. 
Fumrfondlfy ih'fMqifflqtHilne tiiesefebsest 

cooperafliiomll®tt weed da w i tfofa erooTMnb d h c 

;. In 

this onwioonimn trqipibip U ngadtacks oaauoacur at 
speedktsxeedttiggiiraridaffldihmnanimplaaidjyittedfetect, 
analKyxcanddisfeisominatarniagsi dife W&Wimtidt'ocDt occur 
witihonltia'C>lillhboidtLv©gi'iTOriwuBntdiud'u stflytiftffort. 


Attadk H&& 6 etib o n 


Defiam® kmdftet & t d ulletfCa ti d imL 1 identify 

• FfesiHIfc stfttac k tedhm^pieKunialdi rabtiukl s. advemii\y;iatti\tide senptj ui cd (eteso Ithdllubtiral i o n 

• nAMxntiuil targets, axxtxmiiihad iiroiditlKtiBfcdeglk to among gjuwnnna'eiiQ.tiiidiflktK_try’iJiiili>(!l)«i®ty ct^. A 

the ttiuttiaiildeslsls. critical element of the detection process is 

IndicaimneaOTaW/V&aTimjig idert^ihditeito^Mdm^awWy, 

analysts off those muliicintri'K.auitliusstjaiunatLttMin 

IIlhtEatMnKixwliiddgesia iiiiii pup sit) ttpacpessatatthat of waunriiiig,s. Tnhrstpraeess'aqqimsa hdmolwdledgcf of 


to pamoirhs.(oggaihizfrtio r,sq laoh $rpr®seesah ihateare somaes i ihnJild dig iid vi wi toforaentetite IhteligeHdgence 
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Community. system provides., and users. Fimra%„ 
automated attack dctectfcan caipfollfesaircr 
necessary, given what may be extremely short 
timelines foam iirittiaiionttxilthe-mhlmintitioaihifitMticks. 
Defending against an attack, whether against a JTK’s 
intelligence data base or against an automated 
com ponenm of tliir ©anm urai id 1 imti mud I pn werrgnrtU. 
is predicated on bow well titae iinlldllliigflriiice tihmeat ,andl 
associated indications and v^armiiiing’ processes 
function and wm tihe aui 1 i lty< (itssytteuxs) pemi tiers. 
users, amndl adlmiifnitstestom i ini inpRuiTrail tiiigiiiriititeCtivc 
countermeasures. 

The potential subtlety (ftificiiilKyiiiitiicatiuissi Of 
adversary prestrike rcconnaiissatmut' arnll expUdniatliKoin] 
tcchniiq|uii&\. as wdill as the speed with whidln a 
powerful attack can proceed from initiation to 
culmination, mandates a need for automated 
intrusion detection capafeiilifess. These rapahliifits 


must autortutdteilllAdittctkyst<litmirit»tmieii»«»n>r 
abernartHiftsaMftSifitiatfhlrgtarttiatttalBhtr.t s 

Additionally, auitt 01 nult Let Hrea&t mili igghtkt it 1 1 htilti Omtats 
the extent olfdammgaHoirs i pi'tiiMti(it'tatttoi41\i™iHrbbc 
selfiirittittiing. 

Restoration 

Attack detection mechanisms trigger reactive 
proemssi. Jhtetfti^t^'thbge(ppa)'oexseR:isi s 
rest«iutont.ftkstt»afiikjnire1iite,‘8i®a |>ppc- 
estuMkHudhinddestduditigi pfdht Idesiee cHaltts e I s 
and emtdStf ini km t fl'syvstfcm ipiu- fdie m u n or u nd d 
funettewalti^;. may fe® then derived tor 

restoring access to and availability lotfumaittiuill 
information, as well as, dkitoett mlhan umoimtatous 
conditions haraa.' de^iadkfosysst&mssaniiidpiraaeesees 
below thdr desired steady-snattc ipinttkomiiuiajee 
thresholds. ftwadiimsflamasttniatihniaff 
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- Intell%mtffle 

- Law onSaocsanralit 


Thel{&$yeldiiWM$i6$ arfainiWilipucsihe’nadintiiiKH'/saut^ltwiNiiiiig/pKiLirn / ng /nB&wv 




A stmiegy for peace.,. 


tellmommink(i:aatiojae^xtiSbtfdictl^|E)fi|Mititialnt of jurisdicltaomdL™^ 
ntptfoireenair^^ In ittBfjWMCdit'WreaTd^oiil^dhfcotear 

expert dliiU udibotwec miihd« nyidiltla h&MC A simpliliaflsrt^^ 

thirioxuyJhitab(^tati«3ili^l'SectM'ilyl3u5looottim'Uli<iaMions option. This i^rtiudbbmmsdithffiaeahtbetWEett divil 

Tiii thtr ihHiml'^iiniiiiifinandinillitovvxifh'lcNiitiTiirioridim't'HceuiikbUH'Miiiifrdtiin the 



Natiom’s total liWfrjnpdsture. 

Iegjilkaiat}'»p hire js s asaoiulblusiihliigh lightl lign tied tiaed for 
iniQEeasfilli mtUci a©®rTe jrc rad ndiri oti an dindijkuinli leivil- 
miDiitfany i os jiTipfli hs apxpofutii on si IThnafigiiil all tWahis, 
thelHimitsod)'flHa^p]rppratKhdi^tnteai®lf®ih of 
Attadkdletet'itooiinrda^itHiwmscRecto itoggigger g()veinmrirflntttrppnokidd)f(tlrtliiE)miiTOiiniduldDfensc 
theiK&f|«mjb^prciimssri¥idTcWdatdikLtiiicHtitln of murtteei-ee©gBMzdAiaddeE^rtedednOTsaEing no 
motiwssaTdliatrtcff ksiditiimaMTiacstenfe' affeffeeti ve viobkioin<xf(ipDK 3 ,i(i)aJdfdt’dcrti(MnHdnidlntght'^dfpiivacy. 


Response Process - l'Mtottw®§ 
and Actors 


resufetdf tthel BS&WppDoess seta atatronWHehel 
decraioinmaitlcer.s. 


The dflihnU\aiire,ss;)<hTt!tibQ'a^spnrLspi]otKi«s3^s is 
depeiradlflDltufpKnn; flffkatlritiiagegrati oti udaukack 
detectaDmaardchanhl^sisapqMbiifti.eE i iTtijiely 
use is eswrmtiuiO ttf*> iiitfhunmadiWFsm'v 
inattmteooul ISSnilioftwimatioH} slptonm popcosessesperceptions, ©sttriHiyh user inMrifitttinun.andl 
of tMtiomil iintm^tsK\ WtiheMdodiastiKtic or maindaiin]prttili e usppptirt. 

iratentatixmilpperiiMtSTanidodtmstMndMgtbf the 
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E0etitti’&V'd3p‘B/>\(Mit<e’qUiftfli/b&I}aboifIi<ttibe>iMyiYLg&tiidvieifflgt'f!iL ;r efforts 


Attacks themselves do not inherently point to 
the moti\ es and actors iiiin aim lunufotwguiious way. 
Apparently similar events larimrimaiioismmyltiave 
completely different causes. ^pomsKwrsIhiip. laarmpOikciity, 
and severity. The dilHecatriiirphbaUtioRfdDniMatiiiwnlal 
security point to tthc \uihdloimn idfipiwri idingiflari w ioi ci 
makers w iilhl tl\el he^l tiaidli m o& tut miprd ha naive 
information available om mltniidtn ttolhasetteksiom 
regarding response.' opttibnrs. AisssuuH). tttn.'iiBBdift»ir 
full cooperation between C4 technology and 
intelligence processes and capabilities its id tear. 

An AssamibteeldW^'Ef BySt^tem 

War lighters depend upon information to plan 
operations, deploy fbtcesv and! cxeoiBr nnriissibma;. 
Additionally. advanced lirifomiultiontteihiodKlogies 
h a v icss igrilfic art! Ky; d 1 tars 111 ttesqpnMBSss.es. (Complex 
information systems ^ppaitt|powailluiliiidh.Ta4tria4tuc8s 
that dramatically 10 it ha noc \ w ail 1 1 hta i vcttpdh 11 i ties; 
however, increasing depemdfemee’ mpnn tfasc rapiidlly 
evidh iingttedhndlogiesimdkejijoiTltl (forcesimwe 
\ ulmeralblle. 

IW-I) is a comprehensive strategy being 
implemented to protect and defend information and 
information systems. When combined with idfifansKue 


IW, the net result will be the opportunity to use 1W 
to exploit situations and to \wiim.. 

Offeoa^IWV(I(WM35)) 

As with the IW-D system dfesonrti®dlati®viee. 
1W-0 capabilities are employ adlatt evoy Ifcwd! of 
warfare and across the range of military operations.. 
The employment of offensive IW capabilities tt® 
affect an adversary's information and irntfemmatiom 
systems can yield a tremendous; arfkanttigecttnll IS 
military forces during ttiimesidfatMtsanfocroiiHitt./As 
a result, combatant eoMuimiidk-Bsmusttccurefittifo 
eonsMkut tdki ]p»tfott 1 id UlIIYYffonddMrrinijandd 
rolling back eitibihs. 

When viewadlassamiritfeggartitig steUtagyi \TV^\\ 
we*fiKfogBthl&e ii-eldtadidiiicipilplsscandid 


OffetMhe-'IlW appMeesfaditirinaiLi^ftcaaptplihin 
managamBfittdiisiphhas'sucli'lasiPS’YQiDihdnd 
i n formats to n i systeaim atttla k ltd p p idiitur a synangislist i c 
effect agaiiiiKHl tlllur lKnnui ningxThiircu m of tin 11 
adverMtty'sahfhimmtirinisystemstMfdKmiatitlih’in 
transfer limfc . an d I i nfon nmatiti o i n actefc s . 





A strategy tor pooco,.. 


Examples orff I WHEnggp4^s 



Leadosttipp 

Key Persoiranffill 
a b n ADP Suppontt 

Strategic (Dsnrrrres 
Power Base 


Militeryylrlfrfe^alctuTfe t re 

Commandos 
C2 Comm Unites 
C2 Nodes 
Troops 

Intel CoBtesttoss 





Civil ! I hMaatetaii^tei re 

Comms (LhiiteBlffltotte^) 
* Mli&tyy 
- FihnsBnraiMI 
Populace 


Weapom^sSyaMnar! 

Planes 
Ships 
Artll&$y 
PGMIs 

- Air Deferne© 



UlmUxthhdnfafmatwHisyistsm'stctiiikisprotxisp&'stthtttKvitpibbrtttktL'i&itut'feStarget sets 


IW-©i imMil itd^rppfmtaferQtS^he r 

Thrnmar(mmvW) 

Offensive IW related plans with ttteiur 
assodatadhapahilitibsimiy fee empibyaM) iinti 
peacetime to deter a crisis, control crisis escalation, 
project pBwan.aripTDiTOta ippuaceThbh e 

employ mimtt(dl(itfhnKim'IK\\tiaflaiJblliliila.viitithbs!e>r' 
circumstances may require NiCManjpKiwdl'VMlih 
support, coordination, deconfliction, cooperation, 
and/or participation by other USG departments 
and agencies. A\ 1 Hu ughl 1 1KW Q[ ^ a'ptrbfe i I i tic is an ib be 
employed to uamdonimiiftc umaxhvamny ks itegittte,tlhe 
primary focus of IW efforts iim M(KQ>TW sltomdd feeto 


preserve the peace, deter escalation ofiiiutoirffliLduattll 
prepare the battlefield suBtthatiifcci'isis.'eeoklatdddo 
conflict, tlhelltfSnriiito'y.'aair B ffctetule 1 ym pi plo^WW) O 
capabilities iinuu\ wattimcsccmimix) 1 fiampjilsstHbtkhe r 
potential peacrfirnecqjpllijciatdxMsdi&flffiasisis't^W 
include tlhcumphoynumti rffi IWcappfafoliMtigSad idraptpt 
drug cartel afommitiiLcaltioiwJ Mures liisisppprli® lafrdmg 
interdiction dflioiittfmTilLvffirablisutttfiig.uPM ©0P 
campaign argaiiiMU dirillitigorDli d ppblnti tiki 1 hllsas itiith 
the goal (offsmwitngrsMannLtoomeeofifirlilliniry, 
economic, and polMikiallssifppntt. 
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Wartime Employment of IW00CM3D 

Beyond the thresJhxoihtkofi oi sm. UWsan iUseeai 
critical force enabler for the jfOflmlt warfighter. In 
addition to protecting irffommatkm systems wiitallltol foe 
US militaty,atnfllbywi4«ilo#ttWi0[ lupphlHitfeks 
can aife«tte»wy>aapp«(cbf tfniadtdrareji'isy ’s 
dedsioui cydhhxvimpttirfhjwttsiri'htemtitinn 
centers rffgrawiittw .NMtiy yrf> fhfehacforisiiise s 
associated with wartime employment of IW-«D 
capabilities focus cmn ttilsicini 11 ttriwyeiximimimdhund 
contrail target! sett. 11 liwese e.rt h h mei imm liny y> tithe r 
important information system ttangrfs ffiartftee 
warfighter to focus on to tidily mail i/e the power 
of 1W in wartime. 

One type of infonraulfiHan atlttadk cwuitil Ihe the 
application of IW capabilities against an adversary's 
automated information systems to disrupt production 
of critical war supporting industries. Another 
application might be the use of IW capabilities to 
sever an adversary's conwiimiim tcatiionss medwaritssItKorni 
the external imiliitary,,taHorvomLC,cautl(prtlii£raiil 
supportt-faste. 

Deterrence 

There ante two)asgBUttsaffdktoefflcee 
assooisUtedl’witfhlKW .THTtofifststsi tltb dchdanntn t 
efferf IWi-fOicmpjtblWiltiidvvan ihhixts oimi pipohridlial 
adt«sa»yvdlirtiiigppaot<atid(ititiBisi!As%enelWW 

capabilities continue toimneirge, tfhmirppMsttsrttiuil 
usefulness to deter technology-depemfcmD 
adversaries nmintt be levenagEdlais raiuKli i ass passi hi be. 

The stitutittj jiiwetspprfttt'iflspqMpts ththe 
deterra«t«i(dfamihtlnim»»I(mrht»sed‘dtttifckk 
agaihndl ttrtteflJnitrirtlS'tliWK.sddLclicriiiig) jEUVtfttdfck' k 
requires the application of tooth (dftfcjiisnwe ;amd 
defensive capabilities. Strong IW defenses help to 
discourage casual threats, thereby narrowing the 
playing field to a more distinct set «sf ;actt<ars.. When 
faced with an information-based attack, the ability off 
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the Nation to respond quickly, effectively, and 
decisively will iiailflliuajiae:liui 
deterring future attack. In titrais nccgaxdl. i i lliourmiiuiom 
joins economic. political, diplomatic, legal, amdl 
military power as aim dlamot® <tf tattdl i luttiomll 
strength. The preservation of iirifOTimateoniiflnittiiiibiiittes 
to the total power csf omr Matfoniantlisoatrfyy .Tfibe 
result is a new form of strategic deterrence for the 
information iage. 

The Vision Comes to (HJtesairiGs 

National! leadbrissaiiteahlfcttodiuasseffanniKi 
broad range of options that are flexible and 
combmaiblk to achieve the desired effect in most 
e i rciunnwti ttcess .llfltel KW viikuiitklev tint) t 
dt'tWiUWbatleaiinttlimtttoaliisHitiiliilueablHtljhtit 
rat are tflutti j,-s\y giliaej ddeteixie.ta urii d 

p reparrdl tto nesfliHiirttx wmyt hbeahtfifnaigig n k> r 
domestic. Thatt reality corfrlaiitttss to) strategic 
detenreimue iki a cwfltextt agpmpiiineettxr hee 
information ajge. 


TBnael^^Vi sibrion... 

ttetftrrf'ettee 

til ikwlAMimifmri :ion Mm 
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"We must:km/e Information Swiperidnrtft\.IthifrfinimationiSSpprimkyiwMiiiSdfuipeiboifpdi 
offensive and defensive information wmfhm :. 11 ’ 

Joint Vision 7SM ® 


Taking It to the Troops 


A (aoimmoiiifimBssib’msantiaid) tosiraue a 
credible QWvvisdxDirbbeoDmea anxlitii t^liTMarthree 
principle* cdf ttlheJIniittsSlins iinpiLununttdihm 
vision are: 


HMiict&ttlte opportuiniiiitiLt>,s|]iTcst.'aiMddap(pioWiitEal 


Exercises 


ing ttteaa\wareoes8 idf maarktes \tol iwbidftlbdii tie s 
and [pKoiUiativannaasin'cs. 

Iinpmm' inform^aniMlakk^ajiabilflafflcidnd 
measures it«|-pra)t'ectiaguiHLsiii3iflhddet(t ait laukck 
on lirH'tin'raaitioniJuhdi by 

pufsH_ii iiig-'Oroergip g.-dbobh diagl ea|iuhjtateJ ittab and E T d "^ n 
the ss\y norgyxra tilddbb y i i nteglicdc d 
defemtae-i inthl-qoltibfsbitolthffl s. 

BiulUHthe fl©sessa^<E&iatiK»iB fiipsy i tfo i Hdn \anwe rn - 
inentatniltliir(XDiig|iibcititlthbJMatroitxj tocsetolfethe 
inib«itnabo)ni‘»aedds>txllkd'l)08tiiiKtitviitQ'cibKaBcal 
t hose atrraigromjo rutsni in la an d ipd> Ipxal j Dys,iiti$igl ting 
i muKflfl dm t j tiiaddi aatinai aiaktanne u to jtcepee’serve 
peace. jSExniiityaiaaidisIteibiiity. 
Efl&MtSLumimidei\wtotiaafotea[£atMi't\tdfflib all 



TeattmMgay 


aspectecdFigidmntv^Maieri^foWfitdS'tafif, in 
coopeodiiun\wlMtlth6S®Bvbse8ialriadQafense 
agencies. i isl 'diou uisi n g wo « >ouiran cap lappokic h 
toward crpiratiiaioMimg^ MW. fBffbrils ib six 
major ame^amGecoonuQg dggtithetcteigqpptf rt 
the wsmfft^itterTHcheiyidhciade: 



Bddaoatiim, trainimg,aMtteffleE6ises 
PB4»dy\ 

Dtoffiltiiime 
1 Assessments 


• Thfilhmology 

Education! Tfajriiiinggaiachfffeeiseses 


Uses'Tnatrvng;:; •- S^tEterAcIVtmBlreaiBBtion 
AccssKGdnteolsis* Bmfergemo^RespBasponse 
MultSl6ar©feSe©My!?v 
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the greats rfttimiUMiiihwe^tiiMrtJtHl^ihWtsL'I 

military ©dueation ^tltei^atojridllW'tasdlMiwsiity 
and Service professional imniilliiltaiwudlucatiiiom 
institutions focus on the saundly ®ff IW (concepts, 
policy issues, doctrine integration, and the nolle 
of IW throughout the range of iroilfiitui\yi xppaiMrams 
and all levels of war. Additionally, the DOD Inter- 
Service TTraitatog Btew iewtOhEgari kutiitml hiititiit'ivd for 
Joint IW Training((Ii)JIIOm))imtUitbtti IIII (aounsHtssfk'cii' 
DOD persotMDdl. lltuswtwuusmsiEiiigtcflttmiswiiinrtF- 
level awareness to itodhmikall tmimhutifmssyttmss 
administrators. 

The DIMHn%;n ( 4jivait success sfomytlifaUi t 
y pito«tii/iS,ssjtiil«l<iBSS..sA^dU i tiimiad <sumse®esrare 
forthcoming that wvilll moitttiiniiiiie ttoiguiiurattCcmitlfhecrts 
IW study tfaougjhout tihcjjutittairuiiTmmiflrtl. 

Information systems i rnri kdlunnit resyp o ntt+,ox* eit t iai uoj 
to reveal that most mtmusions result ifirorn a itudk (off 


IW info jj<viudtworci'iev'sildo Mt i lb dpi pccetalatei te 
and shape pdlfoyandldhetftute 

IW Policy 

The Department of Defense is participating iina 
interagency discussions that focuses on IW policy 
issues and has created internal executive and 
working-level forums to identify, develop, aid 
implement policies sndi eomuijpte. Amt^saiHmadl 
range of issues, IW efforts are examining DOD's 
role, the role of government in society, and the 
potential impact of emerging tedtmologies aradcalittar 
factors, A Defierm&iaim.'ttiuu:dlsstLay\iisdisx) 


broad Maas. 


security measures by information users. Awareness 
and training modules are being inserted into a broad 
range ofc^itfflr.^iM^aiadiCTihMncunmuLdnntWtat 
explain wuii&umtb 1 litiasa rihbnrotiini in iofnnitiMlnr ) n 
systems, describe potemltikil adk(utssimytlhtaitlte,amil 
educate' pessjdbeiin jmaparssjsftbnnusse. 

Irainin^ftMt>«stimnuunlliitetvorlsl^ 
admiW^iumtilssttiiidtuitlftyuHthniiltSJitc 
vulfwvalllUttksiisanutlfer liinvctstrairtit relcSdfo g 
high dividends hsdh&ttty fiksgsaipriunfomuomamil 
commits a great deal (of ixckoimkocs ttomupu ire; unlit train 
speeiaUstesttotdtoihitoeriaddriehfiaKailhforniaiiDn 
systems security ipdi kites. ITted DppatitniiietiofDdfijfnsise 

should MlioFwsmitithrtlthiaiarea. 

At the ott'ganizational llnvdl tihe.lJUinttSfaciffi 3 s 
accelerating the iintagiatlifflmcatf 1IW iiittnjjuhtt 
exercises. DemowMiianiioiri (otni\W(uonuaf|Wsamt] 
capabilities in Cl NC-spcmsoiraiil esairajaas miill help 
planners and users better integrate IW into 
opetMiatK .l^amsslbarncddffrMHDiiMtoopprHla%g 


are being thoughtfully considered amid Defatted iin 
DOD and CJf£SpHlibyydtouiBatM.sTEhd<Imtit 

itaff is panfihihirtlirtfj wtbfetrevwwinn*Mxi\iiiiHi g 
policy in adthtoimi ttodhwlliiiiii&jimd IYV 
instruction)* »rtum'nutelt*U.C<m<tMSiout\xUlthltibt«e 
efforts, Chairman of tteldkttOnik&crf'Stalff' 


Defense Sdience ®®ard dHtajeotives 

• Idk^ttiilfyiiirog the information users of 
national interest 


i nformatan ftntoastte to foe ddfemto ti. 


establish a comprehemskc mattiicMndl 


goverimmaunUaRiitthe [pikuteswiitmi in 
creating, maui^iini^, amdi ©pamihigaa 
national lW-©opririil%:. 


v- : 





A ~Jrztogy for 


Instruction (CJCStf)) 32M]flll,a^t£liIii^rjtoitifWV 
Policy"’ to support warfighting. Also, CJCS1 
6510.01 A. (ettdil i Hlhall' J lIMiatwiwc llriiannutflioni 
Warfare Implcni£intlattiKo'in'''ttktttf®sai®ss«nii key aiittass 
of protecting landdetfeind^ iiriioiitmitfioimainll 
inlioniTDatikm «yAtmm. 

IW DIlMltrniiee 


process by the C hai rmaitrtssffifogr jimtAX seessraati t . 

Orgaimi^flton^l rlirfrfeatetrctatTere 

Many comjwanfiMtte Bnmec fegumttwoiiguni zoctto> 
support IW activities. The interagency coordination 
requirements so central to IW effectiveness require 
careful attention to current organizational 
approaches. 


The ,|<MiittfHtrfffii4hhcl4tid(iig^rtiit(4io r 
developing joint deetorihii'tfejr iwrtwnuitlinn 
warfare.. TMs degflulinewiill MkUhdk'litttlh 
offensiivuv amlldbfbm fcve d TfNp piriripipk fol th il W W 

doctrine will cover the organization for UW„ 
responsibilities, coordination (between tevdfectf 
command, IW planning considerations, imtegrciltiifflin 
and decon llict ion iffltf IW ciixit K\i 1 1 tiss,uodfii riutirf! li tferi ti cc 
support to IW. IW doctriirnr alls®) millll opuntiiipon 
the prinriipiles rftHfcJh hit tRhfifi-43.1,1"Jfiiaitnt 
Doctrine for Command sand Cffltfltasll Watf&ia) 


Services and Defense agencies; have initialed or 
expanded! «omic<cip»lfilltl£LSstt))ii(LS^p»ndlttosmiirrity 
incidents and jperftmi vunlbimaiailbiilliiltj' sssesb mantes ttt> 
fielded systems. These capabilities will play a viiltall 
role iirni mi It igitthjgvriiihocnliil l ti tice xwictiitimc. 

Most of tlllfiL'cwinthutumcM'tmmaaddiihaee 
formed a tailored IW cell to mmeet the dtaalenges 
presented by this emogjhgjaiiaa}. TBcppowiddalthe 
support the Cl Miss itaqgi rcc ,thtxdb iht ISStef fIfiaas 
focused responsibility for C1 NC/opeiratiomuil snfipoiitt 


(C2W)."’ IHMSeapariimEES will assist m ill Luni hatting 
broader' IW cojmiBpttsextbniliriigytfeyyfiddlthiili^e 
doctrine of C2W. To compJennn^ttlMisd®^^ 
effort, the revision iro tthcJJ«ihtt<Ofpnnttiom llitatii hg 
and Execution System wiltEdlfyihttegrtttellWiiiitiJxlhhe 
operations planning process. 

A$sffi9$$m©tEts 

Capability assessments; Idem on the 
programmatfe aspfcatfcofflKW .UHeeJbihtt 
Warti^rihgiCCa|^tliUtkA4xs<smettti}lr|ftetwx;ss, 
under the gjiidbntewd Ithb ddrirtiRRgijnerwtntjnts 
Overslgjufl Couimi 11 and I \vi tfh C ItW pit rt 1 it-jpatonu, 
serves; m ftthr ifitiinamaaialhltititdol* tld suppjrt rt 
the Chairman in articulating joint warfighting 
requi remewtK. TM& jmsksss atdliawessitte fill;) jatniMee 
by zeroing in on tt\wo fey imfflestoinies of the Planning, 
Programming, and Budgeting Sy stem (POTSS))). ffirBSt 
isltfetG haiiiiiima iffs Program RecommendattatM; 
leading to faoiitmdl 1 Uinguuysc i ini Hid Mtffomd Hamming) 
Guidance. This is followed later in the MBS 



BMMwggnfafrmtwtl iwarfotmfamns) leans 
mtLn^wggrtKMbti&Upd&pamf&dMipliliM’ ipl mas 





ic/v&m ed tin formaitiio n t t/aseck t&ohhioidgi^is:s .... 
a key enahhv o f/th&MWisimo11 


aspects ofl WwiMwihfeeCS^ef atitona TEheetdratete 
through) the creation of an IW cell that mirrors those 
at the combatant commands.. 

intelligence underpins IW operations in peace, 
crisis, , amid wan: . Cititibal It bottt eecouit tain u tl d, miuumsn s 
offlSWfl kfffo ttf Sv'Nllhfetltfe uvtaiiuhiliiii tof o f 
in telfigjtiwir to) sHipporttatoonniuppirlalmfiNh dtitwntu I 
awarentm (Dhgoiiqg Ihndllliigiuiiwi' Cwiimmim tty 
efforts have produced initial assessments of tfe 
foreign threat, and other efforts are under way to 
expand! that work.. A compdtriin m weeatnii ni g»mms 
understanding of'tttmttDtlailtlllmeall is a critical 
requirement to develop a credible risk management 
strategy, effective and focused ttouiimiiimg,Ladluicatrioinii. 
and awareness; program ss. 

The Intelligence Omnmunity altsoi i BsstefjEphjgtipp 
to the unique requirements of tangsttimg 
damage assessment. TItt aaseeffi irttswi 111 lKuqti ire mew 
processes and techniques to link tilhe aittdligaiDce aimdl 
operational communities. The net effect wiflliteaan 
intelligence community that its ipKqpincodlanill I tmuxaii 


to meet tihc^igiilfetttttchhlilliegge.tlthtitikiyhiJialiiliiiWW. 

Technology 

InlViunatii^v-bi&ssid tedtimtoliogy iis a principal 
enabler of tftelW wi$oMn.THecl.WintStafffontitiiiMfcs 
to develop and maintain ties withgpwmiiiiiBcnt aund 
industry labottatoitibsttolksjpathrBasttQfjtlthddtasist 
diseov^tfims; amtdl to e&jsilciitE waysstto) Ikwnagne 
technology to support IW requirements. 
Maitttafcitiggtt fostt < taoaaWmui and dcieirtiffidic 
OFg^i^tti<ilSspitrtiddia:gJjlhpftseti tHh foUduuhfo g 
ctlgf thinlbiiitgtHuttmmyiiifiltlmxtn'fitiiuticr*. 
warf^rttliMtgs'toatbgjiand idJnrtf huac Thin !pp®oees;s 
also provides valuable insights that can diimficttaiiinreint 
IW capabilities and architectures in favor of 
emerging trends. 









Conclusions 


An Assembled WiisiaDin 


We have entered an age of information where 
nations and imdl tturyoramn s 

to gain decisive advantage through timely access to 
accurate, relevant Information. Information is fast 
becoming a strategic resource that will drive aigMtaJl 
competitive environment and permeate every facet 
of warfighting itn ulhc2ir"aQnttUT,y. 

Warfighters depend upon information to ipllam 
operations, deploy foreasi, andi emoitte Mkt&isms. 
Additionally, adfeamced iiri&TiMaimnt€©llmiktgfss 
have significantly altered these poeesses. ©amplex 
information systems 'HJiqpgirotrti ipoxwaiiliuil' hihMrtLGliU'Gss 
that dramatically Gatfamce wmiffgJilemtafpMittsies; 
howtmsr., iinaieimlmg dJqpendence upon these rapidly 
evolving technologies makes joint twees imane 
vulnerable. Conversely, many of tfesKsans: 
vulnerabilities «temd tto)(«ur t ativtrrsuites.utif£cittyg 
new opportunities to use offensive capabilities to 
help gain a IfiiQiiilKy.alivurttage. 

IW concepts are hfehghmpitemnmdddKppctaet't 
and defend information ;amdi ii rii'mnulliomsyyttterras. 
When combined with offensive IW, the net ncsuiillt 


will be the opportunity to use IW to exploit 
situations—and to win. 

IW is a treality today and in ilhe fiatMe; iitt 
impacts societies, government^, amdl the range of 
military operations, and allllesdls®tf\war. 
Implementing the DW wihi ioni i ksiiichhlilllciagiiggaak k. 
Warriors showM nirndbis-tuinll IIAVamil iris naJ bwitneetu > 
survive and fight, mow and lim tihc liUtitK;. Hlii i+,uf mutqpt 
has set forthacamnmmon vi ssomtltMtvwll bgaeeafcJgian 
awareness ©f ttieesatial&gyv andiHtemattyvaompttd&x 
issues yet on ttlte ltottii»n. 

The Joint Staff, in cooperation with the 
Services, combatant commands ainii iGhfiarete 
agencies, is smadldmg toward iintyllaMmtmsgtihe 
common vision highlighted 1 inthissbtoeefciuitee 1 ®fttets 
are under way now. Warriors must help implement 
these concepts 1© capmcoL'ttfelatterttpottottiallofl 
I n formatf inti VWirfhm- Ah r 

pea«e..t1htitiewhri cd^iniwsva r . 
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